
Red Kestrel CertAlert Report

CertAlert Report
Saturday, April 19, 2025 8:50:11 PM

Expired Certificates

The certificates listed in the table below have expired.

Host Common Name Expiry Date
expired.badssl.com *.badssl.com 4/13/2015 12:59:59 AM

Expiring Certificates

The certificates listed in the table below are approaching their expiration date.

Host Common Name Expiry Date
www.eff.org *.eff.org 5/28/2025 6:13:40 PM
tls-v1-1.badssl.com *.badssl.com 6/9/2025 9:02:46 PM
tls-v1-2.badssl.com *.badssl.com 6/9/2025 9:02:46 PM
tls-v1-0.badssl.com *.badssl.com 6/9/2025 9:02:46 PM
plus.pop.mail.yahoo.com legacy.pop.mail.yahoo.com 6/19/2025 12:59:59 AM
smtp.aol.com smtp.aol.com 6/19/2025 12:59:59 AM
smtp.gmail.com smtp.gmail.com 6/23/2025 9:55:32 AM
imap.aol.com *.imap.mail.aol.com 7/3/2025 12:59:59 AM
portableapps.com portableapps.com 7/3/2025 7:11:46 PM
letsencrypt.org letsencrypt.org 7/5/2025 2:03:57 PM
www.tarsnap.com www.tarsnap.com 7/18/2025 6:48:52 AM

Short Key Certificates

None of the certificates scanned have RSA keys less than 2048 bits long.

Self Signed Certificates

The certificates listed in the table below are self-signed.

Host Common Name Expiry Date
self-signed.badssl.com *.badssl.com 4/15/2027 10:00:31 PM

MD5 Certificates

None of the certificates scanned are signed using the MD5 with RSA signature algorithm.

SHA1 Certificates

None of certificates scanned are signed using the sha1WithRSAEncryption signature
algorithm.


